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Introduction

Fidelity has always considered the communication service over the internet,
protection of sensitive information to be which allows us to send and receive
a foundation of customer trust and sound encrypted messages from you.

business practice.

This document provides you with a step by
As part of our commitment to protecting step guide on how to retrieve and reply to
your information we provide a secure encrypted email from Fidelity International.
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2. The Process

The following section outlines the process and the steps
you need to follow.

Step 01: Opening the Notification

The secure message arrives as a notification email with
an attachment called securedoc.html. We will usually
communicate with you prior to sending a secure
message, so that you know to expect it.
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You have received a secure message from
Fidelity International

To read your message, open the attachment called securedoc.html.
Thas wall prompt you o open er save the file to your computer. If you have
cancerns abhout the validity of this message, contact the sender directly.

Mobile Users - should forward this message to mohile@res.cisco.com

ﬂr:: l.m.¢ users - will need to register after opening the amachment.
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Step 03: Registering as New Users

First time users will need to register their email ID by
clicking the “Register” button and fill up the
requested details; if the email account is already
registered an “open” button is provided to click and
read the message.

If you need to register you will be brought to a page
requesting you to fill in your email address and a
personal password. The password you enter when
registering is the password that you will use every time
you wish to open an encrypt email in the future.

I NEW USER REGISTRATION

Enter Personal Information
Email Address Yourname@yourmailprovider. com

First Name™ I J

Last Name™ l ]

Create a Password

Password™ sesssssssses

Confirm Password™

Advanced Settings (2]

By registering, you agree to CRES's Tarms of Service

Step 02: Download & Open the Attachment

To view the actual encrypted mail, you will need

to download the attachment (securedoc.html). It is
recommended to download the attachment to your
drive and open it from there. On opening the following
screen will be displayed:
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Note: Mobile users may not be able to download the
HTML file format due to OS incompatibility. Please refer
to section 3 "Accessing via Mobile" to continue.
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The following is a screen shot of this registration form. The
last step for registration will require clicking an activation
link received sent to your email after clicking the
“Register” button. Once registration has been completed
the user should return to the envelope message
received.

Enter your new password and click on Open. The original
email will then be opened and decrypted as follows:
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Step 04: Reply to Secure Messages

On the right of the screen there is a “reply” button. You
can use this to send a secure reply back to the Fidelity
adviser. Please note you must reply within this secure
message and not reply to the initial notification email.

Once again, this opens up within a browser window rather
than your email program.

1 e Pl - i Bty i Semder o]
B Fidelity T
| Band Fheset | Cancel
¢ [RE Haiz
Jrs—
e Tep Ty v T ST T e

Band Frer | Canoel

Eanly

© 10003008 Crice Srstemi lnc. All nghts resarved.

e [ Femtrony: byvam (86 [#

This return mail is decrypted and will then appear in the
Fidelity user’s inbox as a normal mail.

3. Accessing via Mobiles

Step A: Getting an Access Link

After you receive the secure message as an notification
email on your phone client, forward the email including the
securedoc.html attachment to mobile@res.cisco.com.

After a couple of minutes, you will receive a mobile friendly
secure email notification from mobile@res.cisco.com with a
link within the email content that will lead you to the secure
message login page.

Cisco End-User Guide

iOS Devices: Configuring and Using Cisco Business Class Email for iOS
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mobile@res.cisco.com
tome
10:18 AM View details
Your message has been stored in a temporary

location on the CRES Mobile Device Server and can
be accessed by clicking on the following link:

https://res.cisco.com/
envelopeopener/MDSOpen.action?
mds=

The message will be deleted automatically after 8
hours.

Note: The link will only work for a limited time of 8 hours',
after which you will need to resend the original notification
to mobile@res.cisco.com to receive a new link.

Step B: Accessing the Secure Message

Click on the link mentioned in the email starting with
https://res.cisco.com/envelopeopener... this will lead you to
a mobile browser page where you will need to verify your
email by selecting it from a drop down list.

CRES Envelope Opener

@ https:/res.cisco.com/ =

Your address:

First time users will need to register their email ID by clicking
the “Register” button and fill up the requested details; if the
email account is already registered an “open” button is
provided to click and read the message.

If you need to register you will be brought to a page
requesting you to fill in your email address and a personal
password. The password you enter when registering is the
password that you will use every time you wish to open an
encrypt email in the future.

Continue as per the Step 04 in the Process section to
continue to reply to the secure message.

Android Devices: Configuring and Using Cisco Business Class Email for Android

'Only applicable for links received from mobile@res.cisco.com. This is not applicable for the desktop html file.
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https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/BCE3-0/BCE_Android_User_Guide_3_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/BCE3-0/BCE_iOS_User_Guide_3_0.pdf
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4. Password Reset Process

a) To reset your password, click on Forgot password.
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b) Enter your registered email address and click on
continue.
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c) Password reset instructions will be sent to your
registered email address.

afran]n
cisco

FORGOT PASSWORD

Instructions to reset your password have been
emailed to your.name@youremailprovider.com
Please check your Inbox, If you do not see an emall
regarding your CRES password, check your junk email
folder.

d) Click on the password reset link sent to your registered
email address.
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FORGOT PASSWORD
We'll emall you a link to a page where you can easily
creglte a new password.

To assure our messages are not accidentally filterad
out, please add "DoNotReply@ras.cisco.com” to your
Address Book or Safe Sender List.

If you are authenticating using single sign on, please
contact your Identity Provider for assistance,

Email Address  your.-name@youremailprovider.com

e) Choose a new password and then click on continue.

|I|I|Ill|
cisco

I CREATE NEW PASSWORD

Entar a minimuim of 8 characters or numbers. Passwords ara
cose-sensitive. Your password must contain both letters and
numbers,

aw Password [nnnluoo I

Confirm Password |"I|llll'4 I

f) Your new password has been updated successfully. Use
your new password to open the secure message.

|I|I|Ill|
cisco

I PASSWORD SUCCESSFULLY UPDATED.
Your password has bean changed.

Open the secure message again using your new pessword.

To improve your account security, fill in the security
guestiops, You will be asked these questions in the future if you
forget your password.
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